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EM Session Objectives

Describe the purpose and components of an all-hazards 
emergency management and health care incident command 
system

Describe

Describe the purpose and components of a comprehensive, 
discussion- and operations-based exercise and evaluation 
process and program based on the HSEEP model

Describe

Apply the basics of exercise design to develop a special pathogen 
exercise using NETEC exercise resources and ASPR 
performance metrics

Apply
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1. All-Hazards Emergency Management
2. The 3 Cs
3. Hospital Incident Command System (HICS)

• Command & General Staff
4. The Ebola Preparedness & Response Paradox
5. Readiness Strategies

• Leadership
• Training, Education & Exercises
• Community Outreach

6. Lessons Learned

Agenda

Agenda



Objectives

Describe	the	“all-hazards”	approach	to	managing	the	care	of	highly	
infectious	disease	(HID)	patientsDescribe

Describe the use of the Hospital Incident Command System 
(HICS) in the care of HID patientsDescribe

Describe the key elements of sustaining readiness to care for 
HID patientsDescribe

Describe the next steps in building national resilience for safely 
and effectively managing an influx of HID patientsDescribe



Mitigation Preparedness Response Recovery

All-Hazards Emergency Management

Natural 
(weather)

Technological
(power outage)

Intentional
(terrorism)



Systematic	approach	to	
recognizing hazards that	

may	affect	hospital	
services	or	its	ability	to	
provide	those	services.

Risks	associated	with	
each hazard are	analyzed	
to	prioritize	planning,	

mitigation,	response	and	
recovery	activities.

Hazard Vulnerability Analysis (HVA)
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The 3 C’s

Communication Coordination

Collaboration



1st C: Communication



2nd C: Coordination



3rd C: Collaboration





• Low Patient Count

• High Resource Demand 

• Low Resource Capacity

• High Risk Perception

• Little or no experience with EVD PUIs or confirmed cases

• Emory, Nebraska and NYC Health + Hospitals / Bellevue 
have all successfully treated confirmed Ebola patients

Lesson Learned:

The Ebola Preparedness & Response Paradox



HICS

• Incident management system
• Applicable to any hospital
• Tool to manage

• Threats
• Planned events
• Emergency incidents

• Structure
• Modular
• Scalable



HICS

Incident Commander

Operations Section 
Chief Planning Section Chief Logistics Section Chief Finance/Administration 

Section Chief

Public Information 
Officer Safety Officer

Liaison Officer Medical/Technical 
Specialists(s)



Incident Commander

Organize and direct the Hospital Command Center. 

Give overall strategic direction for Incident management and support 
activities, including emergency response and recovery.

• Oversee and convene command structure

• Implement Biocontainment Unit activation checklist

• Interagency coordination during transport

• Identify Medical Specialist Role (Infectious Disease MD)

• Identify Campus Mitigation Strategies

• Collaborate with community and national agencies as needed (e.g.. 
health dept.; CDC; etc.)

• Determine Planning Cycle and define routine briefing times

• Collaborate with research leaders to access experimental drugs if 
needed



Public Information Officer (PIO)

Conduit for information to internal and external 
stakeholders, including media as approved by Incident 
Command. 

• Risk communication strategies
• Determine internal and external messages

• Collaborate with medical staff and family 
on messaging

• Establish information lines/hotlines

• Monitor and manage social media
• Who, what, where, when, how, why?



Operations

Develop and implement strategy and tactics to carry out objectives 
established by Incident Command.  Organize, assign, and supervise 
Medical Care, Security, HazMat, and Business Continuity.

• Surge capacity plan

• Just in Time Personal Protective Equipment 
(PPE) training 

• Staffing backfill plan

• Special project team(s)

• Protocol updates

• New issue process/procedure development

• Morgue Plan

• Laboratory Plan

• Behavioral Health Plan



Planning

Oversee all incident-related data gathering and analysis regarding 
incident operations and resources; develop alternatives for tactical 
operations, conduct planning meetings, and prepare Incident Action 
Plan for each operational period.

• Define Incident Action Plan Objectives

• Screening tool development for entry areas of health system

• Define plans for evacuation, severe weather, etc. if needed 
while activated

• Medical record audits

• Employee Health / Occupational Health Support for 
Temperature Monitoring during activation

• HR issues requiring resolution during activation

• Care of the family-nurse concierge



Responsible to organize and direct operations associated 
with maintenance of physical environment, materiel and 
service support activities. 

• Waste Management Plan

• Facilities Plan (negative pressure, HVAC, etc.)

• Security Plan (transport, unit security)

• Biomed Plan (autoclave and other equipment)

• PPE management (# sets on hand, back orders, etc.)

• Linen Plan (scrubs, linens)

• Food Plan (patient and staff)

• Supply & Medication lists and availability

•Logistics



Finance

Finance Section Chief is to monitor utilization of assets and accounting 
for expenditures. Supervise documentation of expense and cost 
reimbursement.  

• Cost center development
• Expense tracking

• Charge code development
• Funds flow, fast track purchases 

as needed for equipment



Use of Just-in-Time Checklists
• Job Action Sheets
• Activation Checklist
• Supply List
• Equipment List

Physician & Nursing Backfill Plan
• Depth
• Recruit & orient staff in other specialties 

(e.g., nephrology)
• Address backfill issues in advance
• RVUs & compensation issues

Readiness Strategies



Lead by Example
• Shared governance
• Relationship-based care

Communication
• Daily team briefing
• Daily huddle communication (verbal & email)

Standard Operating Procedures (SOPs)
• Staff ownership

Plan, practice, learn and adapt for your unique 
situation

Leadership



No Hierarchy… & Lots of Tools



Standard Operating Procedures

It’s not always planned…



Multiple Scenarios and Partners

Training, Education,& Exercises

Radiology Department

Operating Room Staff 

Ø Care of a PUI

Local Responders and the 
United States Air Force Provider Down Policy

“Practice makes 
PERMANENT, not 
perfect.”

Ø Dale Carnegie, 
1888-1955



Lessons Learned

• Incident Command structure is important
• Bricks and mortar may need adjustments

• Daily briefings assured everyone on same page and provided 
touch point with all team members

• Problem solving was constant
• Leadership matters
• Interprofessional teamwork is essential

• No cost structures exist
• Business continuity planning is important…”what if”, “what if”,…



BREAK

Lessons Learned



Introduction to Homeland Security 
Exercise and Evaluation Program 
(HSEEP) and Application via NETEC 
Exercise Resources Presenters
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Objectives

Define the types of exercises that can be utilized for highly 
infectious disease assessment, treatment and response units.Define

Describe the steps of the exercise design process for highly 
infectious disease assessment, treatment and response units.Describe

Identify and explain the steps of the evaluation process for 
healthcare emergency management exercises.Identify

Apply the basics of exercise design to develop a special pathogen 
exercise using NETEC exercise resources and ASPR 
performance metrics.

Apply



Homeland Security Exercise and 
Evaluation Program (HSEEP)

• Set of guiding principles for exercise programs
• Common approach to exercise 

• Program management
• Design & development
• Conduct, evaluation & improvement planning



HSEEP Principles & Exercise Methodology

Guided by Elected & Appointed Officials

Capability-based, Objective-Driven

Progressive Planning Approach

Whole Community Integration

Informed by Risk

Common Methodology



• Guided by Elected & Appointed Officials
• Capability-based, Objective-Driven

• Progressive Planning Approach
• Whole Community Integration

• Informed by Risk
• Common Methodology

HSEEP Exercise Program Management



HSEEP Exercise Program Management

“The	scope	and	
complexity	of	
today’s	exercise	
gave	participants	
an	added	layer	of	
realism,”	said	

Stanley	Brezenoff,	
interim	president	

and	chief	
executive	officer

“Involving	multiple	city	and	
state	agencies	and	beginning	
with	identification	in	a	clinical	
setting	by	providers	who	don’t	
know	to	expect	this	are	two	of	
the	reasons	that	national	and	
international	observers	are	
coming	to	watch	and	learn.”	
Syra	S.	Madad,	DHSc,	MSc,	
MCP,	director	of	the	System-

wide	Special	Pathogens	
Program



HSEEP Exercise Program Management

April 19, 2016 –
Virtual Tabletop

Concepts and Objectives 
Meeting January 2016 à

Final Planning Meeting 
April 2016:

Purpose, Scope, Objectives, Scenario, 
Plans

Scenario:

A family of three, a mother and her two 
children, a 12-year-old daughter and 25-
year-old son have returned to New York 

from a recent trip to Liberia. 

Exercise play at Frontline Hospital, 
Ambulatory Site, R2ESPTC

Participants: 
Central Office Emergency Management, 

Bellevue Hospital, Elmhurst Hospital, 
Morrisania, FDNY, NYC DOHMH



Discussion-Based Exercise - Objectives

1. Assess	NYC	Health	+	Hospitals/Elmhurst	and	
Morrisania’s	ability	to	effectively	and	safely	follow	
identification	and	isolation	protocols	for	a	suspected	
highly	infectious	disease	patient	within	5	minutes	of	
presentation.

2. Assess	NYC	Health	+	Hospitals/Elmhurst,	Morrisania
and	Bellevue’s	ability	to	properly	follow	plans	to	don	
and	doff	appropriate	personal	protective	
equipment.	

3. Assess	NYC	Health	+	Hospitals/Elmhurst	and	
Morrisania’s ability	to	conduct	preliminary	
assessment,	ascertain	risk	and	notify	DOHMH.	



Discussion-Based Exercise Relevant Plans

Ebola/Special Pathogens 
Concept of Operations 

(ConOps)

Facility-Specific 
Ebola/Special Pathogen 
Incident Response Guide 

(IRG)

FDNY Bio Isolation 
Transfer Cards & PUI 
Transport Checklist 



TIME

Discussion-Based Exercise

Major & Detailed Events (MSEL)



Discussion-Based Exercise

Evaluation



TIP: Use your network!

April 5, 2017 Exercise Planning Team



Series of exercise planning meetings: August 2016 à March 2017

• Facility-specific planning meetings

Operations-Based Exercise

• Detailed	Scenario
• Epidemiological	linkages
• History	of	travel	and	related	

incubation	upon	admission
• Family	medical	history
• Patient’s	clinical	presentation	at	

respective	sites	including	
hemodynamic	parameters

• Use	of	real	actors/simulation	
mannequins	



Exercise Documents



Operations-based Exercise MSEL



Mystery Patient Drills 

1. Actor Briefing

2. Assessment

3. Transport

4. Hotwash

0 minutes                                                                                                             60 minutes



Mystery Patient Drill Toolkit



Bellevue Hospital



Elmhurst Hospital



Morrisania



Simulation Cell (Central Office)



Exercise Evaluation



Evaluate the capabilities of the NBU for the activation and admission 
of 10 adult patients with MERS-CoV

Capacity 10, Airborne Pathogens exercise, Jan 2016

Table	Top	Exercise
• Public	health
• Nebraska	Public	Health	Lab
• Nebraska	Medicine
• University	of	Nebraska	Medical	Center

Full	Scale	Exercise
• NBU	staff
• Public	Health	



Results and Improvement

Strengths Improvements

• Validated activation algorithm including 
communication plan and supply 
delivery

• Verified capability to admit 10 patients 
with an airborne illness

• Strengthened relationships with 
community partners and supporting 
departments

• Installation of double doors

• Revised supply checklist

• Updated E2 contact list

• Initiated PPE design 
improvement process



First international transport exercise in Tranquil series

Multiple agencies - federal, state and local

Internal and External exercise planning committees
• Common person on both committees
• Coordinate objectives and timelines 

• Create exercise documents 
• Create comprehensive AAR

Tranquil Surge



Tranquil Surge Objectives
External Objectives Internal Objectives

• Transport logistics

• Transport device evaluation

• Communication coordination

• Communication

• Staff communication

• Region 7 CONOPS 
communication plan between 
NBU/NDHHS and IHHC/IDPH 
inclusive of HPP measures 
3AB, 4AB, 5AB, 6AB.

• Internal transport SOP for multiple

• patient validation

• Laboratory transport coordination 
with external vendor



Strengthened relationships and collaboration with local EMS providers
• Omaha Fire, Papillion Fire, Bellevue Fire

• Secondary training related to isopod use and review of donning/doffing protocols
• Exercised decompensating patient en route incorporating and clarified level of care 

expectations

Identified work flow process improvements related to multiple patient admissions, EMS 
doffing,  waste processing and communication

• Revised protocol for autoclave operator doffing procedure
• Revised in unit waste transportation protocol and currently researching equipment options.
• Revised internal and external transport SOPs related to multiple patient admissions
• Revised the in Unit communications plan incorporating new A/V equipment and expanding 

the use of in room intercom/call light systems
• Created standardized form for inter-facility and transport report

Results and Improvements



Second international transport exercise in 
the Tranquil series

Included adult and pediatric patients

Murphy’s Law prevails
• Wind speeds >40mph 
• Mechanical difficulty with planes
• COMMUNICATION

Significant changes to patient reception & 
transport

• Independent transport versus caravan
• EMS doffing procedure for multiple 

simultaneous admissions

Tranquil Shift April 2017



Hotwash
• Team felt empowered to identify positive and negative items
• Open communication 
• Fresh feedback

After Action Report Conference 
• Revision of multiple patient transport SOP-implementation of Time Out prior 

to entering elevator
• Validation of Region VII CONOPS
• Revision of clinical communications tool
• Include local EMS in more collaborative exercises

Results and Improvements



NETEC Exercise Resources

6	End-users

• Frontline Facilities 
• Assessment Hospitals
• State-Designated Ebola 

Treatment Centers
• Regional Ebola and 

Special Pathogen 
Treatment Centers 
(RESPTCs) 

• Health Care Coalitions
• Regional Transport Plan 

2	Exercise	
Types

• Discussion-based
• Operations-based

2	Exercise	
Options

• Ebola
• Other Special Pathogens 

(airborne)



Fully	customizable	to	meet	each	
end	users	unique	requirements	

Option	to	choose	any	single	
airborne-transmissible	pathogen	

and	proceed	expeditiously

Directly	map	to	specific	measures	in	
the	ASPR	HPP	Ebola	Preparedness	
Measurement	Implementation	

Guidance

NETEC Exercise Templates



NETEC Exercise Templates

Special consideration sections:
• Surge management
• Laboratory support services
• Waste management
• Care of a pediatric patient
• Decedent management
• Care of a labor/delivery patient
• Diagnostic Radiological Imaging
• Surgical Intervention

Built-in injects throughout for 
further food-for-thought

Based on HSEEP Model: 
• Situation Manual/Exercise Plan
• Exercise Schedule
• After Action Report and Improvement Plan
• Participant Feedback Form and more



Demonstration of Templates

NETEC.ORG/EXERCISES



NETEC offers Exercise Technical 

Assistance from HSEEP exercise 

design and development subject 

matter experts including: Remote	technical	assistance	
(e.g.,	exercise	development)

Exercise Resource Technical Assistance

Onsite	exercise	assistance	
(e.g.,	observer,	evaluator)



Nicholas Cagliuso, 
Syra Madad, 
Shelly Schwedhelm, 
Sonia Bell, 
Amanda Grindle

Workshop



Pearls & Pitfalls 



Workshop Scenario

Frontline	
Facility

Assessment	
Hospital

Ebola	
Treatment	
Center

Regional	
Ebola	&	
Other	
Special	
Pathogen	
Treatment	
Center


